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1. Before to start

In this documentation we will try to help you to understand why your plugin does not works
normally after installation.

This documentation is generic for all custom payment plugins.

Please read it carefully before to contact AF Software Ticketing System. Probably you will
find the way to fix your issue.
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2. Need to contact AF Software because your plugin does not work

If you need to contact AF Software because your plugin does not work fine, please follows the next
steps:

Please can you provide a maximum of information when you have some errors.

« Complete explanation of how to generate your error
< Screen captures
«  File(s) if necessary and/or your afs_config.php file

Try to be very accurate to give us the maximum of detailed information.

Do not send a message with just: "The plugin does not works". It is not constructive and not the
best to solve an issue fast.

Since March 2022, you need to use our new Ticketing System to contact AF Software about
any issue with your custom payment plugin (installation, update, customization, settings ...etc...)
or other tool downloaded from our website.

With this Ticketing System tool any ticket/message are recorded into a centralized database. So it
is more comfortable to get an access from anywhere to follow or create a ticket, and not just with
an email client in front of your computer. This ticketing system is fully web oriented and available
24x7 to post or read messages.

NO SUPPORT WILL BE DONE ANYMORE VIA ANY
EMAIL TO AF SOFTWARE

The ticketing systems is reachable only by this link. So please add into your favorites the
following link

https://www.afsoftware.fr/afs ticketing cust/afs ticket.html
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3. Message afs_functions.php corrupted or not present

You receive the message on the screen.

FATAL ERROR

v afs_functions.php commuped or not present
www.afsoftware.fr

This is displayed for 2 reasons. The file is not present on your web server or the file is corrupted.

Please check into your HTML object if the file is into the list for the export. If yes, please try to
force this file to be exported again during the next export. For that you need to click on the file
into the list in your HTML object, and click on the folder icone to go to the directory where the file

is present into your project.

| Objet de code HTML

Créatn a page | Boutik

Code HTML

Avancées

Code C55

% B in
— ;

Fichiers assgiliés au code HTML

Télécharger le fichier associé

Fichier lie & telécharger sur le serveur :

afs_functions.php

Chemin d'accés au serveur :
afs_payments/afs_payplug
Créer un lien avec le fichier (fichiers .js et .css seulel

Le code pour les fichiers s et .css sera automatiquement
ajouté a la section HEAD.

OK Annuler

nt)

afs_payments/afs_payplug
afs_payments/afs_payplug
afs_payments/afs_payplug

afs_functions.php

afs_payments/afs_payplug ]

afs licence kev

afs pavments/afs pavolua
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When the windows is opened, choose your file to load it again

Election fichier

Organiser =

W Favoris
Bl Bureau
E Dropbox

| Emplacements |

o Téléchargemen

LSS

= Bibliothéques
Ij‘] Documents
=] Images

.J’ Musigue
B videos

1M Ordinateur

And click on OK to add it again into your list. Like this the file will be exported again during the

next export.

Website X5 » v2021.5.x » WSX5 Demo » afs_payments b afs ca »

.
@Uv| |« Sites Web »

Mouveau dossier

z= MNam
L img

afs_alertbox.php

il

afz_ca.php

i
afs_config.php

15

|| afs_cookiechecker.php

m

|| afs_debug.php
€ afs_form.html

afs_functions.js
| afs_functions.php

@] afz_licence.key

Maodifié le

11/01/2022 10:26
28/01/2022 16:48
31/01/2022 14:43
31/01/2022
13/12/2019
1/2022
f2023 17:09

10/2021 16:42

(11/2021 17:36
15/01/2022 11:33

Type

Dossier de fichiers
Fichier PHP
Fichier PHP
Fichier PHP
Fichier PHP
Fichier FHP
Chrome HTML D...
Fichier de script ...
Fichier PHP

Inscription dans ...

- | ‘v¢| | Rechercher dans

Taille

Télécharger le fichier associé

afs_functions.php

Chemin d'accés au serveur :

Fichier lig a télécharger sur le serveur :

=5

afs_payments/afs_payplug

oK

Creer un lien avec le fichier (fichiers .js et .css seulement)

Le code pour les fichiers js et .css sera automatiquement
ajouté a la section HEAD.,

Annuler
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If the message is already the same after another export, please check the chapter " Plugin does
not works after my project export" later on how
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4. Message afs_functions.js corrupted or not present

You receive the message on the screen.

FATAL ERROR

v afs_functions.js cormuped or not present
www.alsoftware.fr

This is displayed for 2 reasons. The file is not present on your web server or the file is corrupted.

Please check into your HTML object if the file is into the list for the export. If yes, please try to
force this file to be exported again during the next export. For that you need to click on the file
into the list in your HTML object, and click on the folder icone to go to the directory where the file
is present into your project.

Objet de code HTML

Création de la page | Boutik

Code HTaP Avancées

Télécharger le fichier associé

Code C55
% Bl | 6 2 ! Fichier lié a télécharger sur le serveur :
e d

afs_functionsjs

Chemin d'accés au serveur :

afs_payments/afs_payplug

Créer un lien avec le fichier (fichiers js et .css seulghent)

Le code pour les fichiers s et .css sera automatiquem
ajouté a la section HEAD.

Fichiers associés au codiHTML

Fichier associé oK Annuler
afs_alertbox.php

afs_config.php afs_payments/afs_payplug

afs_debug.php afs_payments/afs_payplug

afs_functions.js afs_payments/afs_payplug ]

afs_functions.php afs_payments/afs_payplug

afs_licence key afs_payments/afs_payplug

Tout droits de reproduction et diffusion réservés
http://www.afsoftware.fr
Agrément Cyberdéfense Page 7 sur 36




S5

software

When the windows is opened, choose your file to load it again

b » Website ¥5 |» v2021.5.x ¢ WSXS Demo ¢ afs_payments » afs_ca »

dossier
Maom : Modifié le Type T
L. img 11/01/2022 10:26 Dossier de fichiers
|| afs_alertbox.php 28/01/2022 16:48 Fichier PHP
|| afs_ca.php 31/01/2022 14:43  Fichier PHP
|| afs_config.php 31/01/2022 14:47  Fichier PHP
|| afs_cookiechecker.php 13/12/2019 16:43  Fichier PHF
| | afs_debug.php 26/01/2022 15:03  Fichier PHP
G afz_farm.html 27/01/2022 17:09 Chrome HTML D...
@ afs=fur1|:ti|:|-r15.js ] M;;n;zuzl 16:42  Fichier de script ...
|| afs_functions.php 1/2021 17:36  Fichier PHP
@ afz_licence.key 15/01/2022 11:33 Inscription dans ...

And click on OK to add it again into your list. Like this the file will be exported again during the
next export.

Tout droits de reproduction et diffusion réservés
http://www.afsoftware.fr
Agrément Cyberdéfense Page 8 sur 36




Telécharger le fichier associé

Fichier lié & télécharger sur le serveur ;

afs_functionss

Chemin d'accés au serveur :

afs_payments/afs_payplug

ajouté a la section HEAD.

0K

Créer un lien avec le fichier (fichiers js et .css seulement)

Le code pour les fichiers js et .css sera automatiquement

Annuler

If the message is already the same after another export, please check the chapter " Plugin does

not works after my project export" later on how

Tout droits de reproduction et diffusion réservés

http://www.afsoftware.fr

Agrément Cyberdéfense

Page 9 sur 36



S5

software

5. Message License key file not present

You receive the message on the screen.

FATAL ERROR

v License key file not present 111
www.afsoftware.fr

You can receive this message for two main reasons.

¢ You have missed to add the afs_licence.key file into your file list into the HTML object like
below

W8 WSXS Demo - Incomedia WebSite X5 Pro 2021.5.4 =l = /==
lObjet de code HTML I ® @ v %
Cifarionds i pagal Bt Aide Enregictrer=  Apercu oK Annuler
o I

Code C55

% B ik © e
1]

5 Exporter

Fichiers associés au code HTML

Fichier associé Chemin d'accés au serveur 2ol Ajouter...
afs_alertbox.php afs_payments/afs_monetico

afs_config.php afs_payments/afs monetico = Supprimer
afs_functions js afs_payments/afs_monetico

afs_functions.php afs_payments/afs_manetico Bl Madifier..,
afs_monetico.php afs_payments/afs_manetico

afs_monetico_config.php afs_payments/afs_monetico Al

*  Your file extension is not the good one, like the example below into your HTML object

Tout droits de reproduction et diffusion réservés
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Teélécharger le fichier associé @

Fichier lié a télécharger sur le serveur :
afs_licence key.zip

Chemin d'accés au serveur :

afs_payments/afs_payze n|

Creer un lien avec le fichier (fichiers Js et .css seulement)

Le code pour les fichiers s et .css sera automatiquement
ajouté a la section HEAD.

Ok Annuler

Here the extension file should be .key and not .zip

Take care because a setting into Window can hide extension files.
Here by example the afs_licence.key is flagged like zipped file but .zip extension is not displayed
(and existing)
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l @ afs_licence.key

INLELL

| compteur

L img

|, old

| | afs_alertbox.php
|| afs_config.php
'E' afz_form

afs_functions

afs functions nhn

|| af=_payzen.php

= conf

|| en.php

ff ANPGRS TR S L I

Check the Windows settings for the folder. Into Windows 7 it is this setting

—
- Organiser » Inclure dans la bibliotheque = Partager avec = Graver
Coup 1 ‘
: it compteur
-1  Coller i
Annuler ald
Rétablir afs_alertbox.php
Sl inmn t afs_config.php
afs_form
F SEECsien 4 afz_functions
Options des dossiers et de recherche Lre rnchangiohn
> Supprimer afs_licence.key
Renommer afs_payzen.php
Supprimer les proprigtes conf
Proprigtés n-php
arm_payment.php
Fermer rohp
=

And here this option
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/20
29/09/202
25/09/202
0g/05/202
0g/os5/202
0gof05/202
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5/0

s
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Wous pouvez appliquer le type daffichage Jes détails ou les icines, par
exemple) de ce dossier 3 tous les dossiers du méme type.
Reinitialiser les dossiers

|

Appliquer aux dossiers ]

TES BVANces
Afficher les informations concemant |3 taille des fichiers dans les infobulles du di -

Aficher les lettres de lecteur
Fichiers et dossiers cachés

@ Afficher les fichiers, dossiers &t lecteurs cachés =
{71 Me pas afficher les fichiers, dossiers ou lecteurs cachés |

Lors de Iz saisie en mode d'affichage Liste
(") Effectuer la saisie automatiqguement dans la zone Rechercher

—
* Il =

[Ers proteges du systeme d explofs
[¥] Mazquer les lecteurs vides dans le dossier Ordinateur o
P il r
I Faramétres par défaut ]
oK ] [ Anriuler Appligusr

By uncheck this option, the file extension is displayed correctly, to check if your file is well.
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| compteur 11/01/2022 10:26

L. img 11/01/2022 10:26
i old 11/01/2022 10:26
|| afs_alertbox.php 09/05/2020 18:15
|| afs_config.php 29/09/2021 17:55
G afs_form.html 29/09/2021 17:55
afs_funu:tiuns.js 20/11/2019 16:54
| |afs_functions.php 29/12/2020 18:16
gafs_licence.kev.zip 15/01/2022 11:33
|| afs_payzen.php 29/09/2021 17:51
=] conf.txt 29/09/2021 17:55
L] en.php 09/05/2020 15:15
|| form_payment.php 09/05/2020 18:15
L] fr.php 09/05/2020 15:15
|| function.php 09/05/2020 18:51
|| return.php 09/05/2020 18:15

Tout droits de reproduction et diffusion réservés
http://www.afsoftware.fr
Agrément Cyberdéfense Page 14 sur 36




S5

6. Why a file could be corrupted ?

Many reasons to have a corrupted file.

A hidden error has been done during the download.
So we suggest to download again the package from our website.

« A CRC error has been displayed during the unzipping of the file. By
clicking on OK the unzip has been done until the end.

We suggest to try again an unzip of the package. If you get again an error try to download again
the package from our website, and re-start the operation.

« An error is generating during the WSX5 export to the website.
We suggest to read the next chapter on this common problem during export.

Tout droits de reproduction et diffusion réservés
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7. Plugin does not works after my project export

The most common issue is that you plugin does not works after your WSX5 project export.

During a FTP transfer, there is 3 different modes to transfer some files. It is a standard into FTP.
These modes are:

« ASCII
e Binary
 Auto

Into ASCII mode the file is generally modified on fly to change the format of the carriage return
into the file, depending of the OS of the destination server. This modification is generally done on
files into text format (PHP, ]JS, HTML, CSS ..etc..)

into Binary mode the file is transferred to the server with no modification and the file is exactly
the same from the origin to the destination.

In Auto mode, normally the FTP client choose the good mode for the good file. ASCII mode for

text files (PHP, ]S, CS ...) and Binary mode for binary files like JPG, MP4, PNG ...etc).
But not for all FTP clients !!!!

Here 2 links about this FTP feature.

https://knowledge.broadcom.com/external/article/28212/ftp-ascii-vs-binary-mode-what-it-
means.html

http://www.finalclap.com/faq/149-ftp-transfert-binary-ascii-auto

Ok, you have now understood how works the FTP transfer !

During a WSX5 export, some files of our plugins can be changed on fly and obviously the result is
the previous error message displayed on your screen, because our plugins does not accept any
changing into the files.

So probably WSX5 send the files to server either into ASCII mode or into AUTO mode.... (we have
contacted Incomedia on this and we are waiting their reply).

If you try to export again with WSX5 a corrupted file to the server, the result will be probably the
same. So WSXS5 in this case cannot be the good solution if during a second export the error is
always present.

WSX does not respect the obfuscation technology to protect coding for security reason. So if files
are obfuscated, their FTP engine which detects an obfuscated file with PHP extension or ]S
extension will be transferred into ASCII or AUTO mode ... But in this case it should be transferred
into Binary because the content is not into clear text.

Here a part of our exchange with Incomedia on this issue. Not ready to do something !!!!

Tout droits de reproduction et diffusion réservés
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@ Hello Stefano,
By Mot agree with you and dev team. The type of export can change the file size because the content
Uisar is changed on fly between the client and the server.
Autesr s
Here some explanations.
https:/fknowledge. broadcom.com/external/article/28212/ftp-ascii-vs-binary-mode-what-it-
means.html
So to be sure that the file is not changed in any case, the binary mode needs to be used.
And like the default FTP mode of WSX5 is probably AUTO, when a PHP file, obfuscated or not is
detected by your FTP engine, it is dtected like a clear text because the PHP extension is detected...
And with obfuscated files the content is not into clear text byt with PHP extension. Could be the
same also for JS or HTML obfuscated files.
And itis not forbidden to use obfuscation software. So your FTP engine is not configurable to use
this one.
So for the dev team put the FTP engine into binary should not be a problem and too complex. And
it works in ANY CASE in this situation. Or to provide a setting should be the best like any FTP
software.
Here with BlazeFTP you can choose the mode:
=
af
or WinSCP also:
sasom (Diions) Remote Melp
=D .‘3’0‘1--.1-%»,- Defat
RO
limpeats 5 Ev s i
e Type Chang
Parant diractory 1501,
Dossier de fichsers
Dossier de fichiers 247024
Dousier da fichesrs 227044
Dossier de ficheers  24/024
Dossier de fichiers 09701,
Dasier de ficraers 30709
Dossier de ficheers  J0/00Y
Dossier de fichiers  30/0%/
Dossier de fichiers  0L707)
Dossier da fichisrs 29707,
Dossier de fichuers 047114
Dossier de ficsers  13/024
Dassier de fichiers 13708/
Dossier de fichiars 2007
Dossier de fichuers 247054
Dossier de fichiers  0L707)
Dossier de fichisrs  0L/07)
Oossier da fichuers 307044
B Fowit POF Docu...  13/08y
O
Obfuscation is a new technology (not used by WSX5, but can be used by external coding, the proff
is here) and your FTP engine needs to be adapted on these new techno.
Let me know !
Enjoy!
Axel
~ VOIRMOINS =
Posté le 07-02-2022 16:48:20 de Axel v 1%
@ Hello Axel
BN G. Thank you for all of the information
Incomedia However, | must report that as per the development team report, it is currently not possible for us
due to how the software operates, to change this particular setting
It might be possible in the future to make this selectable by the user, but this is not something
that will be changed right now since it is a very specific request which would suit exceptional
situations just like this one without certainty of what this could mean for other user's and hosting
spaces without proper testing
This has been marked for the future, but unfortunately, | do not believe any change in this system
will be made in a short time. I'm sorry
i | remain available here in case | can be of help with anything else

Stefano

Practea la NR-N72-20772 1A-51 N7 da Srafanm (= i o T%
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So the only solution is to use a true FTP client, and to force the binary mode during the transfer to
send the corrupted file to the server.

We recommend the usage of the simple WIinSCP portable edition to transfer your files to the

server and to force the binary mode. Into portable edition there is no needs to install the
software. The executable is running like that, so your system will not be changed.

You can download WINSCP portable from Internet.We worked with the v5.19.5 of the software.
You can also download the file from our website:

https://afsoftware.fr/download/wsx5/paiements/WinSCP-5.19.5-Portable.zip

When you have WinSCP portable displayed on your screen you can choose and check here the
Binary mode.

By winscp
Local Mark Files Commands 5ess'rc£ ﬂ;tionsi Remote Help
Toolbars ¥l Default i EEJ i
IW' Local Panel b
i == R te Panel »
F| My documents E 2 i IR
Sessions Tabs
¢ Command Line Shift+Ctri+MN
C:\Users\Axel\Documents), -
- | W atus Bar -
Mame Size 1 Name
LELE b
LT E 314
Adobe Captivate C... {I Preferences... Ctrl+ Alt+P J 09
Bluetooth Folder Dos=sier de fichiers  24/02/2018 15:54:42
EazeXF Dossier de fichiers  22/04/2020 12:58:40
Freemake Dossier de fichiers  24/02/2018 15:47:08

And you can check if the binary mode is activated

Tout droits de reproduction et diffusion réservés
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B WinscP =
- Local Mark Files Commands Session Remote Help
o ch Bl = | E Q} @\ Transfer Settings Default 2 @ %
G New Session Preferences l 7=
E|My documents - (5~ [iT] - B EQZ)— E
‘ Environment Transfer settings presets
- Inlcad - it + 3 roperties | B9 New r ... Interface
e W
C:\Wsers\Axe/\Dacumenkts\ Window Preset description Auto
Name ’ Size Type Chan "'Cﬂﬂ?mﬁﬂder [T_ t hts
¥ a - Explorer e
- Parent directory 15/01, - Languages Birley No
|, Adobe Captivate C... Dossier de fichiers  30/089, anels N d updated fies only No
| Bluetooth Folder Dossier de fichiers  24/02, - File colors R . | _
| EazeXP Dossier de fichiers  22/04, Remee Transfer settings @
| Freemake Dossier de fichiers  24/024 T
3 itors Transfer mode Filename modification
.. Incomedia Dossier de fichiers  09/01, From 4
. MathMagic Equation... Dossier de fichiers  30/09 (@ 1 Text (plain text, html, scripts, ...} @ Mo change
& MEGAsYne Dossier de fichiers  30/09¢ "= Drag & Drop Binary (archives, doc, ...} (") Upper case
|\ My Adobe Captivat... Dossier de fichiers  30/09, . Background - =
L My Albums Dossier de fichiers  01/07, . Endurance o e LB
|51 My Articulate Projects Dossier de fichiers  29/074 | network Transter foliow Sbnihis o () Lower case 8.3
| Nicepage Dossier de fichiers  04/114 | Security {==html; =.Htm; =.txt; = php; =php3; =0 ~ [#Replace "\ ="
\. Palm OS Desktop Dossier de fichiers  19/024 | Logging i . .
PDF Architect Dossier de fichiers  13/08) | Integration Upload options Common options
Pinnacle Doszsier de fichiers  29/07, pplications Fiset \ s 5 e
RCT3 Dossier de fichiers  24/05{ | Commands El i reserve tmestamp
| Readiris Dossier de fichiers  01/074 | Storage |rwer=— (3%) [Tlincluding directories
| SafeNet Sentinel Dossier de fichiers  01/07( | Updates ke ;
X o alculate total size
. Stardock Dossier de fichiers  30/06, [Zl tgnore permission errors — =
[} cGv AF Software 1... 77 KB Foxit PDF Docu...  13/08 [ Clear "Archive' attributs Speed (kBfs):  Unlimited
| Remove BOM and EOF marks Download options
[ Encrypt new fles [ Preserve read-only
Other
0B of 76,9 KB in 0 of 19 & hidden
Not connected.
[ New and updated files only || Exdude hidden files.
[ Exclude empty directories
[ CK J [ Cancel | I Help

After transferring your files to the server, normally error messages will disappear and the plugin
will start correctly
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8. Payment does not work and blank page after export

When you try to do a payment with your plugin you have a blank page and nothing more.

Generally this problem occurs when your plugin need to export a complementary directory of PHP
Files (a library useful for the plugin). Some plugins have not external directories to transfer.

Please check into your documentation if the package has a complementary directory to use it
during export.

So like to export a complementary directory / subdirectories is too complex with an HTML objet it is
recommend to export yourself by hand this complementary directory to the web server.

Please read the chapter "
how to.

How to export file(s)/directory(ies) with other FTP Clients" on

Normally after exportation of the complementary directory the plugin and payment will work
normally.

Often a blank page is also the result of an issue into the afs_config.php file. Please check it to see if
there is the good double quotation marks like " or single quotation marks like ' if used.

Also check that if a parameter has no his value on 2 lines with a carriage return in the middle of
the value

By example, this line is correct
$AFS_URL_Redirection = 'https://gate.gopay.cz/api’; /* URL to go to the bank */

By example, this line is NOT correct
$AFS_URL_Redirection = 'https://gate.gopay.cz/api
" /* URL to go to the bank */
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9. How to export file(s)/directory(ies) with other FTP Clients ?

Some plugin have complementary directory(ies) or file(s) to transfer on your web server with
the plugin files.

But the method to send few files via an HTML object is doable. But if you need to transfer a
directory with many files or many sub-directories, it could be difficult to configure the HTML
object like explained previously to export them with the plugin files.

So it is necessary to transfer by hand the complementary files/directories via FTP protocol.
If you have a FTP client software installed on your computer so you know probably how to do.
If you have no FTP client software on your computer, please follow the explanation below.

This part is not supported by AF Software. It is here just for information.

« Transfer files/directories via FTP extension with Google Chrome
browser

At first you need to find the Google Chrome extension into your browser. So please go to the
Chrome webstore via this link: https://chrome.google.com/webstore/detail/sftp-
client/jajcoljihdglkjpfefikgiohbhnkkmipm?hl=en-GB

And the webstore page is displayed with the sFTP page ready to install

& chrome web store to v

Home > Apps > sFTPClient

& FTP Ciient

Offered by: https:/fwww.sftpapp.cam
** 1,022 | Extensions | & 100,000+ users

@ Runs offiine

Overview Reviews Support Related

Click on 'Add to Chrome' button to install the extension.
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After installation you can have an access to the application vie the link: chrome://apps/ directly
into the URL bar of Google Chrome or with the Google Chrome store again
https://chrome.google.com/webstore/detail/sftp-client/jajcoljihdglkjpfefikgiohbhnkkmipm?hl=en-
GB

NOTA: developer website of the sFTP Client is: https://purpleio.uk/

And you will see your sFTP client application. Launch the sFTP application

(& ‘0 [G Chrome | chrome://apps ]

i Applications  sef Energie | 5GS Frange 6 RS Développement.. @ Polymex: Laboratoi.. Comprendre les car..,

Docs Gmail

Gmail hors nexion Sheets Facebook Customizer (...

sFTP Client

Click on this option to open the application which is an independent browser window like:
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= srecien O-ox
% Connect & Host/ IP Address & Username & Password >_ Port

¢ # Dashboard >

= Most Recent Connections [ % Cearru | & Unlicensed User

Last 10 connectionsmade | e mmmmm s s s e e e e m——————————

License Key:

Mo connections yet made

Type Status

o
My Accounts

sFTP Client
.

<FTP Client is all about simplicity, it has been built on
the Google Chrome / Chrome OS packaged app
interface allowing the app to be fast and responsive.

* No Accounts Added...

Some of the functionality includes an FTP Account
Manager to store away and organise your most
used and favourite FTP connections allowing you to
access them with a single dick, File/Folder Queue o
see your currently uploading/downloading irems,
powerful text editor, and much maore...

Server Status

Now You need to configure your first account, so click on the 'Manage' button:

I

= 5P Clen

% Connect B8 Host/ IP Address & Usemame & Passn

£ #& Dashboard

= Most Recent Connections

La=t 10 connections made

No connections yet made

My Accounts T—

» Mo Accounts Added...

The next Window is displayed. Click on 'Add account' to open the window.
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Add Folder [ldla Add Account £ General o7 Advanced

s New FTP Site

Folder None w

MName New FTP Site

Account Type FTP (Mormal Connection) %

Logon Type Normal b

Hast

Port 21

Username

Passwaord

S5H Key File No key selected
(RSA key only!)

o

And here you need to provide:
« Host Name: URL name of your FTP server (your hosted machine)

« Username: Username provides by your hoster
« Password: password provides by your hoster

Here put your parameters

Tout droits de reproduction et diffusion réservés
http://www.afsoftware.fr
Agrément Cyberdéfense Page 24 sur 36




= e cien
% Connecr | 5 Host [/ IP Address & Username & Password >. Port

-0OxX

< # Dashboard ?
@ Manage Accounts ® |
==
= Most Recent Coni AddFoider Wl ‘Add Account £ Genersl & Advanced
Last 10 connections made
~| aa New FTP Site
Folder None +
Neo connections yet made Name New FTP Site
Account Type FTP (Normal Connection)
Logon Type Normal ~
My Accounts T oz T
Port 21
= No Accounts Added...
Username af
Password
S5H Key File Mo key selected
{RSA key only!)

2021 © sFTP Client

access them with a single dlick, File/Folder Queue to
see your currently uploading/downleading items,
powerful text editor, and much more...

Server Status

And click on 'Advanced' tab to configure the remote directory. Here put the remote directory.

& General & Advanced

UTF8 0

Local Directory Mo dir selected. Choose

Remote Directory | /

El use syncronised browsing

This parameter is also provide by your hoster.

And save your configuration with the 'Save' button.

Close the window and click on your fresh configuration to establish FTP connection to your server.
If the connection is successful, the next window is displayed with all directories/files available
remotely.
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¢ # Dashboard @ Localhost X @ Locslhost %

_ocal Remote !

dame Size Type Modified Mame Size Type Mod.. Per.. Owner/&ro..

Please select a local directory abantecart direc... 17 D... 0755 ftp/ftp
You will not be able to upload / download files until you have done afs2 direc... 200... 0755 ftp/ftp
this afs2 direc.. 4Ma.. 0755 ftp/fip
. afs_payments direc... 5MNo... 0755 fip/fitp

afsdb direc... 29 A.. 0755 ftp/fip
brizy direc.. 28 D.. 0755 ftp/ftp

bugtracker avant ... direc... 17 A.. 0755 ftp/ftp

bugtracker OLD direc... 21 0... 0755 ftp/ftp

bugtracker v1 OLD direc... 22 M... 0755 ftp/ftp

bugtracker2 OLD direc... 55ep.. 0755 ftp/ftp

Into the right window, try to find your directory where you want to upload new files/directories

Now the targetted directory is found like below

! Remote fafs_payments/afs_mypayment

Name Size Type Mod... Per.. Owner/G

afs_alertbox.php  33.06... file 28 0. OBd4 fip/ftp
afs_back.php 2.16... file 200.. 0644 fip/ftp
afs_config.php 2.33 ... file 3 No... 0644 fip/ ftp
afs_cookiechecker... 13.16... file 29 0. 0644 fip/fip
afs_form.html 2,63 ... file 22 0. 0644 fip/ ftp
afs_form_list_lang... 3.34 ... file 250.. 0OBd4 fip/ftp
afs_functions.js 2.98 ... file 280.. 0644 fip/ftp
afs_functions.php 9.76 ... file 3 No... 0644 fip/ftp
b afs_licence.key 6.80 ... file 3 No.. 0844 fip/fip

To upload a new directory/subdirectories or files into this selected directory, you need to find the
files to transfer into the left window, so click on the 'Select Directory' button
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Local

Name Size Type

Modified

Please select a local directory

You will not be able w upload / download files uniil you have done

this

¥ Miso=d P ™ Faitad P M CArelsrad

OK, the local directory is found where the subdirectory needs to be transferred to the hosted

machine.
Local /afs_example ] Remore Iafs_payments/afs_mypayment
Name ; Size Type Modified Name Size Type Mod... Per..,
vendor , 4086 directory 4 Nov 20... =

afs_alertbox.php  33.06.. file 26 Q.. 0644
afs_back.php 2.16 ... file 26 0. D644
afs_config.php 2.33 ... file 3 No... 0644
afs_cookiechecker... 15.16.. file 29 0.. 0644
afs_form.html 2.63... file 22 Q.. 0644
[ afs_form_list lang... 3.34 ... fila 250.. 0644
afs_functions.js 2.92 ... file 29 Q.. 0644
afs_functions.php .76 ... file 3 No.. 0644

To upload our directory and his content, you can do a drag & drop from the left window to the

right window.
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Local /afs_example Remore /afs_paymenis/afs_mypayment
dame Size Type Modified Name Size  Type Mod.. Per.. Owner/ Gro...
vendor 4096 directory 4 Nov 20...

afs_alertbox.php  23.06... file 29 0.. 0644 ftp/ftp
[# afs_back.php 2.16... file 290.. D644 ftp/fip
[# afs_config.php 2.33 ... file 3INo.. 0644 ftp/fip
afs_cookiechecker... 15.16... file 20 0. 0644 fip/ftp
afs_form.html 2,63 .. file 22 0.. 0644 ftp/ftp
[# afs form_list_lang... 3.34.... file 250.. 0644 ftp/ftp
[ afs functions.js 2.98 .., file 29 0., 0644 ftp/fip
afs_functions.php 9.76 ... file 3INo.. D644  ftp/fip
B =fs_licence key 6.80 ... file 3 MNo.. 044 ftp/ftp

vendor

® Queued ] | © Foiled ] & Compleed B

Also a right click on the directory to upload it, is working

Local fafs_example '
same Size Type Maodifis
4085 directory 4 Nov

Upload

Rename

Delete

Create Directory

Create File

Refresh List

And all files/directories are displayed during the transfer.

¥ Queued Bl © Failed Completed B

Name Direction Progress Size Status
fafs_example/vendorfcomposer Upload [ | 4096 Queued
# /afs_example/vendor/compos... Upload [ | 64.43 kb Queued
# /afs_examplefvendor/compos... Upload [ | 344 b Queued
# /afs_example/vendor/compos.. Upload [ | 281 b Queued
# fafs_examplesvendor/compos... Upload [ | 1008 b Queued
8 fafs_example/vendor/compos... Upload [ | 2.42 kb Queued
# /afs_example/vendor/compos... Upload [ | 73.16 kb Queued
# /afs_examplefvendor/compos... Upload [ | 13.16 kb Queued
B tafs_example/vendor/compos... Upload [ | 63.00 kb Queued

And you can display the status of all files
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X Queued [ Q Failed [ Completed [ ]

Name Direction Progress Size Status
/afs_example/vendor Upload 4006 Completed
& /afs_example/vendor/autoload... Upload 178 b Completed
/afs_example/vendor/bin Upload ] Completed
| /afs_example/vendor/bin/php... Upload 354b Completed
ki /afs_example/vendor/bin/php... Upload 113b Completed
/afs_example/vendor/composer Upload 4096 Completed
&l /afs_example/vendor/compos... Upload 64.43 kb Completed
& /afs_example/vendor/compos... Upload 344b Completed

« Transfer files/directories via Net2FTP browser application

You can also use this free service to do your FTP transfer:
https://www.net2ftp.com/

Usage is very similary and intuitive to transfer files/directories to your hosted machine.

« Transfer files/directories via webftp.forpsi browser application
Another free service to do FTP transfer via browser

https://webftp.forpsi.hu/index.php

IMPORTANT:

Like FTP transfers are not supported any more by browsers, it is possible that our free services
described here does not works. So in this case ask to your provider is their offer a webftp service.
In fact some webftp application not hosted where your web server is hosted are blocking the traffic
for security reasons. And in this case it is not possible to do some FTP transfer between an external
webftp application to your provider.

« Transfer files/directories via standalone Blazeftp client

If you are using the standalone Blazeftp client (v2.1) to do directly your file transfer, you need to
activate the binary mode before to use the application.

By default the mode is on auto mode but the binary mode seems not ok into this mode. So you
need to force the binary mode here
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51 BlazeFtp - ftp AE—E—E——
File View Transfer|| Mode | |Queue Tools Help

% - ® v@%l_:ﬂ TR RN 5
v Binary
Password: I’“‘”“’“"“‘ Port: |2'| .

URL: Iftp.u:luster[ﬂ 0. h-:ustirl Auto

Command:> pwd

Reply:> 257 "fwwnarfafs paymentsfafs _payzen' is your current location
Command:> rest0
Reply:> 350 Restarting at 0
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10. How to configure a debug mode ?

All our plugins have a debug mode to help you to understand if something is wrong during the
payment.

To activate the debug mode you need to put at 1 the next parameter into your afs_config.php file
$AFS_Debug = '1";
When this parameter is to 1 during the payment and before to have the bank's page on you screen

you will have many information on your screen. Like all payments are different we cannot explain
here all debug pages for all plugins !

But the information displayed on the screen are generally retrieved from WSX5 from the custom
form configured into the payment. And the debug mode is useful to see / check if you have all
information from WSX5 before to go the bank.

Don't forget to put the parameter to 0 when your debugging phase is done !
Nota:

Some plugins have another file conf.txt where a debug parameter can be flagged to 0 or 1. Check
the documentation of your plugin.
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11. How to check integrity of my package ?

Into your package you will have a tool into afs/tools directory to check integrity of your package
The tool is QuickSFV.exe file

And also into the root directory of your package you have an afs_checksum.md5 file. This file is
useful to check the integrity of your package.

To check the integrity of your package click on the QuickSFV.exe file. The next window will be
opened to choose your md5 file

Ouvrir ==
@le . » Ordinateur » TRAVAIL (E:) » xampp » htdocs » v|¢y|| Rechercher dans : htdocs P
Organiser = Nouveau dossier =~ [ @

; #| N fi Typ /7
4¥r Faveris *| Nom Modifig le ype aille

B Bureau | gronew 18/01/2021 17:53 Dossier de fichiers
Ed oropbox | keygen 27/10 e fichiers
E;.-;‘, Emplacements || moigemme r de fich

& Téléchargemen| net2ftp
] x | stripe

m

test
4 |5 Bibliothegues

upi aa/ sier de fichiers
I+ 24 Documents 3
. '_TI 7 upi-sepa 13/10/2021 sier de fichiers
I k=] Images .
5 -ﬂ,\' Miisiniis upi-sepach
B vidéos |  ups :
i webalizer
4% grdinateur wordpress
P a Disque local (C . wsxSadmin
» i JEUX (D) wsxSadmin-dev 1
I s TRAVAIL (E:)

wexSdemao

b i TNFERNEF () ~ wsx5Sinvaice

T TRt P

Nom du fichier: | — a File Verification Database hd l
Chuvrir !v] Annuler

Here you need to choose the file afs_checksum.md5 which is into the root of your package.

And the checking will be started by the tool like below.

-

iz, Checking OLDmpdf\mpdf 8\mpdf\mpdfisrc\B... EP =] '@

File Options Help (
[Completed Files: 665/5332 ] Bad0
0] Migsing: 0
Name | crc | Status -
V” libs\mpdfimp... 257FES374B4C... OK
V:Dmpnnents'x... 32848FCB3846... OK
#” OLD\libs\mpd... CBE23BASBEAG... OK
+” libs\mpdfimp... 2136A22A302D0... OK
+” oLD\libs\phps... FEABSCCBSS7F.. OK
U’DLD"-.::DmpDn... 544 C42CCTF... OK |--|
#” OLD\compon... 6C44C42CC7F... OK b

1| 1] [ 3
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At the end in case of success of integrity checking you will have the next message into the window
tool.

i Finished = = =

File Options Help

Completed Files: 5332/5332 Bad: 0
Ol 5332 Migsing: 0
Name | crc Status "

+” OLD\libs\mpdf\mpdf_... ASB3922161B128B... OK
+’ oLD\libs\mpdfympdf ... A089S0D70G7C25... OK
+” oLD\libs\mpdf\mpdf ... 887BAFECCOD9Bl... OK
+” oLD\libs\mpdf\mpdf ... CSA4BFASS8DE184... 0K
+/ oLDVlibs\mpdf\mpdf ... 850S6EB4704EFDO... OK
#” oLDVlibs\mpdf\mpdf_... 9CFABA7SDA3ICBD... OK
+/ oLDVlibs\mpdf\mpdf_... 25387E9A568C621... OK
/' oLD\libs\mpdfimpdf ... 653763763C4FED5... OK
+” oLD\libs\mpdf\mpdf_... 4F78CC4194ESAES... OK
1 5332 files checked

VAl files Ok L

1

In case of error you will have the next one displayed.

2 Finished o] = =

File Options Help

[

Completed Files: 5332/5332 Bad: 1
Ol 5331 Missing: 0
Name | crc | status -

#” oLD\libs\mpdf\mpdf_... 38EE6664616501C... OK
#” oLDVlibs\mpdf\mpdf_... B3D7831B200B194... OK
#” oLDVlibs\mpdf\mpdf_... 2AB9263EGE92298... OK
+ oLD\libs\mpdf\mpdf ... ASB3922161B128B... OK
+” OLDVlibs\mpdfimpdf_... A0899DD7DE7C25... OK
+” OLDVlibs\mpdfimpdf_... 887BAFECCOD9B1... OK
+ oLD\libs\mpdf\mpdf ... CSA4BFAS53DE184... OK
+” oLD\libs\mpdf\mpdf ... 850S6EB4704EFDO... OK
#” oLD\libs\mpdf\mpdf_... 9CFABA7SDA3ICBD... OK
#” oLDVlibs\mpdf\mpdf_... 25387E9A568C621... OK
#” oLDVlibs\mpdf\mpdf_... 653763763C4FBD5... 0K
#” oLDVlibs\mpdfympdf_... 4F78CC4194ESAES... OK
1 5332 files checked

‘XTI'IEFE was 1 bad file L

1

1| ] 3
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iZ; Finished

File Options Help

And you can do a search into the files list to see which file is in error like displayed below:

ol & )

Completed Files: 53325332
Ok 5334

MName

VDLD"glibs"gphpspreadsh...
lfDLD‘nIibs‘nmpdﬂmpdf_...
VDLD"gccurnpnnents"-.as,s...
+/ libs\mpdf\mpdf_s\mp...

‘x afs\af=_config.php

' oLD\libs\mpdfympdf ...
VDLD"-.Iibs"-.phpspreadsh...
VDLD"gccurnpnnents"-.ass...
+/ libs\mpdf\mpdf_8\mp...
l/DLD"inbs"gphpspreadsh...
VDLDHIibsHmpdﬂmpdf_...
VDLD"gc:Drnp-:nnents"-.ass...
+/ libs\mpdf\mpdf_8\mp...
VDLD"-,IiI:rs"-,phpspreadsh...
%DLDHIibsHmpdﬁmpdf_...

Bad: 1
Missing: 0
| crC | status

1DB70083EEC357B... OK
1DBSEFSD34E3480... OK
DBASEB156BOSE25... OK
DFsSD5C07862E592... OK
FE9a1976BF758584... FAILED. CRC mismatch
F4032CE9528A3C0... OK
CAAIBSSCE2C155.. OK
J80D62E485263FDB... OK
JBAEB3DE0610CEL... OK
JOAGE4F27687ESA... OK
DE1D4740EACE4Z... OK
6D9C3A0906A2A1... OK
27E08926D5EEDE... OK
SESeD43CT4BCES... OK
J50BO11CCARECSE... OK
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12. How to check integrity of some files transferred to my
webserver ?

As explained previously into the documentation if you suspect to have some corrupted files on your
web server, because some files have been modified on fly during the transfer, it could be useful to
check the file(s) installed on the web server.

Check our previous chapter on this issue during transfer with WSX5 and with some providers (So
our advice is to transfer all files via an external FTP client into binary mode)

Now to check integrity of file(s) installed on your web server we suggest to follow the next steps:

You need to create a single directory on your local hard drive like C:\mytests

And with your preferred FTP client you get the suspected file(s) from you web server to your local
directory

25 BlazeFtp - M— E==Em <

File View Transfer Mode Queue Tools Help

S P-¢2PORM-BLN-NO0
URL: 1ftp-af80ﬂwafe-ﬁ _'J User |af30f35?059 Password; | Fart: 121 [~ tnorgmouz W Passive Connect
226-Options: -a -1 -
226 12 matches total
State:> Data connection closed.
State:> Auto close data connection.
State:> Listing Complete [
State:> Received file list loaded successully. -
c\mytests :_J r f{afs;a}mems;’afsgopa}' J lj ]
Name Size | Type ] Modified MName ] Size ] Type ] Modified ] £
img 3 <DIL.. 03/03/22 18:22 c
wendor 9 <DI... 03/03/22 18:35 c
| afs_alertbox.php 46,054 php 04/02/22 23:17
| afs_config.php 2,376 php 04/02/22 23:19
14,349 php 04/02/22 23:17
3,053 j= 04/02/22 23:17

10,152 php 04/02/22 23:17
14,233 php 04/02/22 23:17
6,960 key 04/02/22 23:17

. afs_return.php 2,409 php 04/02/22 23:17
4 m U (2 [ ] b
fsofiy ServerPath Operation ClientPath Size Status
ftp.afsoftware.fr
Ready Ef-tp.a-f'sn:»f;tu\fare'.f-r

You need to copy into your same local directory, here C:\Mytests into our example the file
afs_checksum.md5 file from the root of your original package.

And also to copy the tool QuickSFV.exe from the afs/tools directory from your original package
into the local directory.
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After the transfer via FTP to get the file(s) from the web
this:

server, The result will be something like

GU

Organiser = |i‘| Cuvrir = raver Mouveau dossier

b Favoris M Maodifié le Tvpe Taille

B Bureau |#] afs_checksum.mds Fichier de wérific.

E Drapbax @afs_functions.js Fichier de script .

=l Emplacements récents | | afs_functions.php Fichier PHE

Téléch t :

"f: SReCiEgRments ":J QuickSFV.exe Apphcation

m x

R = R e
Like explained into the chapter " How to check integrity of some files transferred to my

webserver " you can run the tool QuickSFV.exe.

And the window displayed the result of the integrity of file(s) installed on you web server.

P

i Finished

-

ol & )

1 3 files checked
‘KTherE were 2 bad files

File Options Help
Completed Files: 373 Bad: 2
O 1 Missing: 0

Name | cre Status

1 QuickSFV v2.36
l/afs_gn:npa',r.php D45AECSFSEDNS... Ok
XEfs_functiDns..php 8824225730DE2... FAILED. CRC mismatch
‘KEfs_func:tiu:uns..js 2DCA3SREDDF... FAILED. CRC mismatch

So like you have used the original afs_checksum.md5 file from your package to do the integrity
checking, you have here the proof of the file(s) modification during WSX5 transfer.

Here into our example the 2 files afs_function.js and afs_function.php have been modified on fly

during transfer with WSX5.

You need to resend these files via an external FTP client into binary mode. Check our previous

chapter on this explanation.
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